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1. Introduction
The following document presents the complete training methodology for the trainers in adult
education for the organization of educational workshops called Living Labs. The Living Labs
explore the set of methods for the workshops aimed at seniors on the topics of fake news and
misinformation. We will explore the methods and thoroughly discuss them in the following
sections.
The project FIDO – Fighting Disinformation and Fake News aims to improve the level of digital
skills of seniors regarding the use of internet-based communication platforms, including the
social media. The overall aim of Living Labs is to make sure that the seniors are better
equipped when surfing the web to identify sources or elements of disinformation or fake news.
The training methodology builds upon the extensive experience of the project partners, both
regarding the means of delivering the training and its contents/materials. To reach the finalised
version of the training methodology, the partner organisations held two brainstorming sessions
to discuss all the points included in this document. The brainstorming sessions were organised
in person and led by IDEC as the leader of this training methodology.
The results of the Living Labs support the finalisation of both other outputs of FIDO project,
the Manual (Intellectual Output 2) and the Videogame (a serious one!), the third result of the
project. IDEC will present them to the rest of the partnership during the Second Transnational
Partners’ Meeting in Pisa, Italy, in spring 2022.

2. Target group
The partnership, with the organisation of eight Living Labs in the context of Intellectual Output
1, aims to increase the knowledge of the target group in digital and media literacy. It strives to
increase the knowledge of seniors in better distinguishing fake information, be it manipulated,
tampered with or false. We will consider the individuals’ background, but it will not represent
the most crucial criteria. The age of the participants will represent the most relevant factor for
identifying the target group.
In detail, FIDO targets specifically people in the four participating countries, Italy, Greece,
Poland, Slovenia, aged 65 years or more who are somewhat familiar with social media as tools
for spreading and communicating information. Preventive background research has confirmed
that this population category is more exposed to the risks of disinformation if compared to
other age groups.
The training organisation will select the participants upon an open call launched in the
respective countries. The organisations will promote the call to partner organisations, relevant
stakeholders or will publish it in other communication channels. Each Living Labs hosts a
maximum of fifteen participants to guarantee efficiency and reach the expected learning
outcomes. The same participants will not be allowed to participate in both sessions. At the end
of each Living Lab, we will ask participants to provide their feedback on the material and the
effectiveness of the training they have experienced.
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3. Contents of the Training
The training will revolve around a set of modules to be defined and discussed thoroughly by
the partnership to identify the most relevant content for the target group identified according
to their experience and a preventive research phase.
The contents should refer to the following topics:
- Deep Fake
- Troll Farming
- Language-based manipulation
- Misinformation and data manipulation
- Pseudoscience and conspiracy theories
- Biased information

4. Objectives of the Living Labs
The expected impact of the Living Labs, and FIDO in general, is to improve the digital skills of
the target group identified in the previous section. However, the specific objective of the
sessions is not only to provide tips on how to better spot the disinformation threats through
media, but also to identify the challenges that seniors face in this sense. Through the training
methodology presented in the following sections, the participants will be able to voice their
opinions, doubts and thoughts on the content proposed to them. The trainers will treasure
these opinions and first-hand material, which will ultimately help us create a better-tailored
program of training and upskilling, which is a central objective for FIDO and a core step to
ensure its sustainability.
We will gather the findings of the first two Living Labs through practical observation, reporting
and feedback questionnaires. IDEC - leader of this activity will organise the reports of the
training labs for the rest of the partnership to build upon them. The experiences of the Labs
will help us develop and finalise Intellectual Output 2 (the Manual) and Intellectual Output 3
(the Videogame).

5. Learning outcomes
The learning outcomes (L.O.) will be defined for each module of the training methodology.
However, the concept of L.O. does not strictly apply to the organisational structure of the Living
Labs.
The modules developed are keeping in mind what is the goal for the learner in terms of
acquiring knowledge and the development of the skills, but the partnership will carry out this
activity in a more participatory way, resembling a workshop or a seminar rather than formal
training. Anyhow, the organisations developing the training material are aware of the formal
approach that is usually used to define the L.O. for training and educational purposes. These
are knowledge, skills, and competences.
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We define knowledge as what the seniors will know and will have learned at the end of the
workshop/module. It can be either theoretical or factual. Skills are defined as the ability to
apply the gained knowledge to solve a problem. In FIDO, they will refer to the actual spotting
of disinformation and fake news on different media.
Finally, the competences refer to the capability of the user to independently apply the
knowledge and the skills defined as part of this learning outcome. All of them have been kept
in high regard on behalf of the partnership, and they have been implemented in the realisation
of the activities of every single module proposed by the Methodology of FIDO.

6. Mode of delivery and learning methodology
The Living Labs are face-to-face workshops where a trainer will present the prepared material
to the target group and engage the participants through exercises and activities.
Each partner organisation will choose the trainer(s) with significant experience in the field of
communication and media. The trainers will explain and address the challenges of
disinformation on social media and traditional media outlets.
The trainers will conduct the Living Labs’ sessions according to the guidelines below. The
latter will assure the seniors’ engagement and honest feedback during the workshop.
- Participatory approach: a core aspect of the Living Labs is the active involvement of the target
groups. It entails active involvement of seniors their contribution in the sense of ideas to what
communication and disinformation represent in this day and age. The approach refers to the
practical activities and initiates active discussion regarding the outcomes and results of such
activities with the others.
- Engage your audience as much as possible: to maintain the learners' attention at an
acceptable level, the trainer should address them with questions, follow-up thoughts and brief
argumentations. This way, the seniors will continue to follow the trail of words and examples
without missing out on important aspects.
- Use small groups: by sorting learners each time into small and different groups, the trainer
will ask to carry out activities that will keep the audience engaged and interacting with each
other. The activity may involve two groups addressing each other as a debate or a role-play.
Use of visual support: visual media represents one of the core elements of FI.DO project.
Employing two different partners who are experts in creativity and arts, the partnership can
build upon such expertise to identify the most appropriate visual content that the trainers can
present to the target audience and guide the discussion through the different media.
During the Labs, the trainer should present a set of material that exploits the activities prepared
in this Training Methodology adapted to the national context: that means, with news and
information that is familiar to the local target group. During the preparation of the Methodology,
the research team relied on mainstream media as a valuable source for news: however, during
the implementation of the first 2 Living Labs in each participating country, participants noted
how also mainstream media are not immune to fake news. For this reason, we encourage
trainers who will use this Training Methodology for the organisation of Living Labs to be on the
lookout for fake news when gathering and preparing the training materials.
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7.Workflow of the Living Labs
The partnership will organise the living labs according to the following guidelines:
Each Living Lab will have around 10 to 15 participants selected from the locally resident senior
population. The duration of each Lab is 1 hour / 1 hour and 15 minutes for optimal attention
span granted by the participants. For this reason, the topics mentioned in section n. three are
imagined and developed for an overall duration of 30-35 minutes.
The reasoning behind this choice is to come up with a Lab presenting at least a set of two
topics, offering an insightful if not comprehensive view on the matter of fake news and
disinformation.
In practice, the structure of the Living Lab will build upon the modularity of the topics
developed by the partnership, and it will follow the scheme as presented below:

Action

Duration

Welcoming regards& presentations (FI.DO, training organization etc.)

3’

Ice breaking activity

10’

Topic n. 1

20’

Short break

5’

Topic n.2

20’

Follow-up questions

5’

Closing session

2’

The structure considers the possibility of delays, further questions etc., and for this reason, it
budgets at least 1 hour and a half of total duration.
We will present the choice for the ice-breaking activities and the topics to be hand-picked by
the trainers for the Living Labs in the following sections. The user of this training method may
decide to shuffle or omit certain subjects to address the needs and interests of the target
group. The training structure also permits the continuous innovation of the pedagogical
content thanks to the very flexible design of the learning methodology.
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8. Ice Breaking Activities
8.1 Two truths and a Lie

Indicative time (duration)

5-10’

In the original version of the game, all group members would write on a piece
of paper three facts about themselves – two facts are true, and one is a lie.
After a very brief personal presentation, which will not give particular hints on
the topics touched by the three facts, all the participants would try and guess
which one is the lie.
All seniors will write down on paper three facts about themselves. For time
restrictions the trainer will organise the fact-checking only from two to three
selected seniors. The first time the facilitator of the Living Lab will take the
lead, who will show on the screen to the seniors the three facts prepared
beforehand. A tip for coming up with these three facts is to have them
particularly surprising. An example would be:
1. I have travelled to Kazakhstan
2. I have 6 siblings
3. I have never eaten pizza
These examples may be somewhat extreme, but they should
respect especially the two conditions to break the ice:
1. Be surprising or out of the ordinary
2. Still be somewhat familiar with the audience
In the case of a Greek audience, for example, the proposed questions would
be surely traditional as the target group is seniors, but also surprising and
familiar:
1. I have never been to Santorini
2. I have a brother living in the USA
3. I always have a glass of ouzo during lunch
For these reasons, the questions should be closely adapted to the
background of the facilitator (if the facilitator for the Greek Living Lab is not
Greek, the questions above may not apply nor have the same effect on the
Greek audience) and indeed close/familiar to the group of seniors.
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After the trainer shows the first example to the audience, allow people to
briefly reflect on it and vote on which one they think is fake. This activity helps
connect the facilitators to the participants of the Living Labs.
The facilitator may ask for volunteers from the audience to organize the game
once more, or even two times more if the participants are engaged. In this
case, the facilitator will allow for 1-2 minutes for the designated volunteer to
come up with the three facts and have them shared by the voice, for the
facilitator to write them down on the laptop and show them for a few minutes
to the rest of the group. Then, we repeat the voting procedure.
Repeat this last paragraph if one last participant wishes to volunteer.
The purpose of this activity then is to break the ice among the participants
with fun interesting facts about themselves. At the same time, the content of
the game remains very relevant to the actual topic of FIDO and of the Living
Lab – fake news, lies, disinformation and misinformation. In the case of
this game, the participants may feel like they do not have enough tools or
information to correctly judge or evaluate one situation (Social Media post,
article – in this case three assembled facts). However, the facilitator should
stress the fact that thanks to the activities of
this Living Lab, the participants will indeed be able to
recognise misinformation when presented before them.
The purpose of this activity is to break the ice among the participants. At the
same time, the game content is relevant to the actual topic of FIDO and its
Living Labs – fake news, lies, disinformation and misinformation. In the case
of this game, the participants may feel like they do not have enough tools
or information to correctly judge or evaluate one situation (Social Media
post, article – in this case, three assembled facts). However, the facilitator
should stress that thanks to the activities of this Living Lab, the participants
will indeed be able to recognize misinformation when presented before
them.

Resources - tools

1 screen (computer
+ projector)
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8.2 Knowing your audience

Indicative time (duration)

3’

The intro questions by the trainer:
How many of the participants are using social media?
Which one?
Are they familiar with the term “troll farming”?
The activity plans to give importance to the participants and tends to raise the
awareness of the engagement in the process of presenting the process of
troll farming.
The presentation that will follow will be tailored according to the answers
received.
For example: if participants are not familiar with the social media Twitter, the
trainer will not give examples from that social media.
She/he will rather focus on the social media that seniors are familiar with
more, or even two times more if the participants are engaged.
In this case, the facilitator will allow for 1-2 minutes for the designated
volunteer to come up with the three facts and have them shared by the voice,
for the facilitator to write them down on the laptop and show them for a few
minutes to the rest of the group.
Then, we repeat the voting procedure.
Repeat this last paragraph if one last participant wishes to volunteer.
The purpose of this activity then is to break the ice among the participants
with fun interesting facts about themselves.
At the same time, the content of the game remains very relevant to the actual
topic of FIDO and of the Living Lab – fake news, lies, disinformation and
misinformation.
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In the case of this game, the participants may feel like they do not have
enough tools or information to correctly judge or evaluate one
situation (Social Media post, article – in this case three assembled facts).
However, the facilitator should stress the fact that thanks to the activities of
this Living Lab, the participants will indeed be able to recognise
misinformation when presented before them.
The purpose of this activity is to break the ice among the participants. At the
same time, the game content is relevant to the actual topic of FIDO and its
Living Labs – fake news, lies, disinformation and misinformation.
In the case of this game, the participants may feel like they do not have
enough tools or information to correctly judge or evaluate one situation
(Social Media post, article – in this case, three assembled facts).
However, the facilitator should stress that thanks to the activities of this
Living Lab, the participants will indeed be able to recognize
misinformation when presented before them.

Resources - tools

None
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8.3 True or False?

Indicative time (duration)

10’

True or fake, to introduce the topic of fake news:
1.

Madonna, in leather and fishnets, shares series of bare-breasted
photos (T)
2. A university banned the use of capital letters to avoid scaring students
(F)
3. Couple in California name baby with emoji (F)
4. Eight-year-old girl pulls medieval sword from lake (T)
5. German street covered in chocolate after leak from chocolate factory
(T)
6. Gorilla learns to knit (F)
7. Thanksgiving Originally a Celebration of the Massacre of a Native
American Tribe F
8. This Ice Cream Actually Tastes Like Mac & Cheese...If You’re into
That T
9. Paris Hilton Says Viral ‘Stop Being Poor’ Shirt Was Fake T
10. Zombie shark still hunting for prey despite being ‘half eaten’ during
savage battle in jaw-dropping clip T
Sources:
theguardian.com
yahoo.com
thesun.co.uk
nypost.com
californianewstimes.com
Discussion
What is fake news?
Have you ever recognized false information? If so, how?
What are the causes and possible effects of fake news?

Resources - tools

List of headlines, true
and false; copy for the
trainer to read out
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8.4 Throw a dice

Indicative time (duration)

10’

Participants will receive one classic 6-sided dice, but with the numbers
represented with something different than a dot (e.g. pie
charts, colour fills, lines, written numbers).
Then participants will be asked to meet in couples, throw their
dice and compare the results to find out which number is higher; we will
repeat the activity freely for a few iterations between different couples.
This interaction should help settle a playful starting point and introduce the
main idea of the module: a number is a number, but the representation of
it could be helpful or wrongful. Some dices will be instantly readable, others
will be almost impossible to decipher, but they are all vectors of the same
information.

Resources - tools

Printed dice templates
Glue
Screen (PC + projector)
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8.5 Questioning science

Indicative time (duration)

8’

The trainer will ask the participants if they know any theories that question
the otherwise broadly accepted (science) facts. If the participants name
some, the trainer will ask whether they know what the arguments are the
theory opposes to the scientific proves.
After the initial conversation the trainer will introduce an example of
pseudoscience and conspiracy theory:
1. The Flat Earth Society (the Earth is flat not round; there is no
gravity);
Imagine two people, one on the north pole and the other on the south.
If gravity exists, then they are being ‘’pulled’’ down. Now imagine that
the person from the north pole wants to visit the other person (let us
assume by walking). When he walked halfway, he would be ‘’pulled’’
straight down, leaving the surface of the Earth and going to space.
The governments are hiding the fact that the Earth is flat, because
they are stealing the money that goes for so called space programs
(photos from space are photoshopped).
2. Climate change denial
The levels of greenhouse gases as well as temperatures varied
several times in history.
Mankind cannot produce the cited amounts of greenhouse gases.
Climate changes are a propaganda by environmental activists.
After the presentation there will be a short discussion about the plausibility of
the stated arguments.

Resources - tools

None
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8.6 Cultural assumption

Indicative time (duration)

3’

Cultural assumptions have been hard-wired into our brains. For this reason,
sometimes we utilize implicit bias without realizing that often they result
from biased information.
To better understand when our brain might be unconsciously employing
biased information to understand and outline the daily reality, each participant
will get a printed form setting out a list of professions.
The trainer will ask participants to think about the first person that springs
to their mind about those professions. They don't need to diversify their
responses but write down the associations, which first appear in their mind's
eye. After each participant would fill-in the list, the trainer will ask – for each
one of the listed professions - the following questions:
•
•
•
•
•

Is the person a particular race?
What is the person’s gender?
Is a sexual orientation assigned to this person?
Is the person differently abled?
What assumptions did you find yourself making?

With a quick and conversational interaction among participants and the
trainer, the ice-breaking activity should introduce the main idea of the
module.

Resources - tools

Printed forms to fill-in.
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8.7 Tell me a story

Indicative time (duration)

30’

Each participant is asked to tell an amazing, incredible, funny or scary story to
the rest of the group or their partner.
Some stories will be true (ca. 20 %) some fictitious (ca 80%), the trainer
will ask everyone to pick a token with T(rue) or F(ictitious) and not show it
to others. (5 min for preparation)
The task of story tellers is to make stories sound convincing
and plausible. (15 min to share stories)
The task for listeners is to ask questions and decide if the story is true or
false (5 min):
In case of group exercise, it will be done by voting (show of hands)
In case of pair work the interlocutors will decide individually
Discussion (10 minutes):
What made fiction sound true?
What helped to discover the false information?

Resources - tools

Tokens (e.g., in 2 small
envelops with letters
inside)

17

8.8 Headline generator

Indicative time (duration)

20’

Each participant is asked to generate a sensationalist
headline following the instructions.
Each participant prepares something to write and receives a dice.
The trainer reads out the instruction and provides words to be used in the
headline (10 min)
Instruction
You will roll your dices in 3 rounds to generate 3 words to use in your
headline
1 roll of the dice you will discover the SUBJECT
2 roll of the dice you will discover the VERB
3 roll you will discover the OBJECT
You must use all the 3 words and may add more.

SUBJECTS

VERBS

OBJECTS

1Blogger
2Tiger
3Prisoner
4Grandfather
5Bus Driver
6President

1steals
2runs
3eats
4dances
5discovers
6travels

1donuts
2flowers
3basket
4new novel
5teddy bear
6waitress

Everyone prepares and reads out their headlines. (10 min)

Resources - tools

List of headlines, true
and false; copy for the
trainer to read out
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9. Fake News and Disinformation Topics
9.1 Deep Fake
9.1.1 Module introduction

This module focuses on Deep fake:
it will explain the phenomenon with practical examples. We will describe when it has
first appeared on the internet and how it found its way on Social Media feeds. The
module will briefly explain how deep fakes are produced.
In the continuation, the trainer will explain the dangers behind Deep Fakes. The
participants will discuss why information transmitted with Deep Fakes can be
harmful. With the help of practical examples, the trainers will show the participants
how they can recognise deep fakes. The simulation will follow, the participants will try
to spot deep fakes.

In this section, the facilitator will integrate two examples
presented shortly before (Social Media posts,
articles) with a simple explanation of what a deep fake is
– both formally and practically. In particular, in this section
of the Module Template, we will go through the following
topics.

Objectives

1. What is a Deep fake (definition)
2. How do they work
3. How are they created (technical part)
4. Tips and suggestions on how to spot them
By the end of the module, the participants will be aware
of the existence of Deep fake to understand how they can
be dangerous in terms of the information they deliver (or
fail to deliver, as a tool apt for disinformation).
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9.1.2 Theoretical background

Deep Fake can be a picture, a video or even just the sound of someone that is artificially
produced through a computer (specifically, algorithms). The idea behind Deep Fake is that
the computer can take information from something that already exists such as a photo,
video etc. and create something that is very similar to what already exists, but just a bit
different – so that it delivers information according to what the creator of the deep
fake decides. For example, the creator of the Deep Fake can take the video of a person
and have the computer study their voice to reproduce the same voice but say different
things – in fact, whatever the creator wishes.
Very commonly, the simplest Deep Fake content regards taking a picture and having the
computer study only a small section of the picture – namely, the face. This way, the
algorithm will focus on the head (hair, face, expressions etc.) present in such picture and
have it replaced with someone else’s face.
Insert here the picture “John Oliver_Swap” (from Resources)
However, with the improvement of the technology behind this concept, now computers
can study a whole picture without much effort and produce not only fake pictures but also
fake videos. Fake videos are particularly dangerous as they can reproduce the voice of the
persons and make them say whatever they please – a whole speech of fake, fabricated
text.
The Deep fake is a recent phenomenon. The Deep fakes appeared in 2017 on the internet
(Reddit), where users experienced in manipulating images started swapping the faces of
celebrities with people doing completely other things, mostly pornography. 99% of the
Deep fakes produced until 2019 were pornographic.
Nowadays, more commonly, faces are always swapped with celebrities but for funnier and
lighter purposes for, example, between men and women.
Why are they dangerous?
In Africa, it has already happened that Deep fake videos were impersonating political
figures, such as Ministers or regional governors. The persons in the video would say
things, make statements etc., which were completely fake and false, so it was clear that
the video's purpose was to create confusion and chaos. In Europe, this has not happened
yet, although some deep fake videos included very famous figures.
The most recent one? Tom Cruise!
Insert here link to the Tom Cruise video. (from Resources)
Tom Cruise is a very famous and wealthy actor, so what he says for sure is widely listened
to in the whole world. Still, he is an actor, and for this reason, it can create surprise, debate
but not political instability.
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However, what if the subject of the video was someone a bit more important, let’s say –
Donald Trump?
Insert here video of fake Donald Trump (from Resources)
Technical component (if applicable)
The computer uses two algorithms at once – one is the generator, and the other is called a
discriminator. The generator studies the content from which it will take “inspiration”
according to the instructions given by the human creator. The generator then produces,
over time, different output, which then the discriminator tests. The discriminator tries and
spots the content produced as fake, so to give input to the generator to produce better
content – or a more fake one, something that the discriminator will not be able to identify
as fake. Both algorithms this way, learn from each other and continuously improve the
quality of their services. This learning process comes from the expression “deep learning”,
a method for computers to better adapt to the needs of the end-users similar to what
human or organic life does already.
Tips and suggestions (to be delivered after the related Activity)
"People need to learn to be more critical. The general public are aware that photos could
be Photoshopped, but they have no idea that this could be done with video”. (Quote from
a Slovakian citizen in Czech Republic, author of 3D simulation material for videogames and
movies).

John Oliver_Swap.jpg

Resources /
tools

Tom Cruise Video:
https://www.tiktok.com/@deeptomcruise/video/69607079128639439
41?is_copy_url=1&is_from_webapp=v1
Trump Deepfakes replacements:
https://www.youtube.com/watch?v=hoc2RISoLWU&t=6s
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9.1.3 Practical activity

Title of the
Activity

Try to spot the inconsistencies

Indicative
time
(duration)

20 minutes

The objective of this activity is to provide hands-on experience
for seniors to surf online, specifically on social media. They will
learn how to browse social media whilst being aware of fake
news. In particular, this activity will focus on Deep Fake, as
defined in the previous sections.

Objectives

Specifically, with this activity, the participants of the Living
Labs will be able to identify easier this form of fake news by
observing them and spotting the inconsistencies with “real”
images. In fact, in terms of media literacy, seniors will be more
aware of:
1) the type of media through which deep fakes are produced
and spread on the internet
2) the main characteristics of deep fakes, such as their goal
and what features can help us spot them from original pictures
or video.
Finally, seniors will also cultivate their capacity of critical
thinking, a crucial soft skills for anyone who tries to gather and
read information on the internet.

Methodology
&
description
of the
activity

After a thorough review of the academic literature concerning
deep fake and the latest research on the topic, together with
the best ways of identifying fake news on the internet, we have
constructed the basis for the methodology for the living labs.
We will describe the methodology in the continuation.
The trainer will present a collection of 3-4 digital supports such
as images, video, or speeches to the audience in turn.
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The structure of the activity itself is modular as it always
repeats the same form. The trainer will introduce the digital
media with a brief background description and then
leave space to the participants. The trainer will ask them to
have a brief group discussion, highlight some points they think
differ from reality and share them with the rest of the group.
Example 1.
Insert here example number 1.
File: Example 1_Home Alone_Stallone
Do you remember this movie? Probably you do, it is Home
Alone (insert here the title in the national language i.e., in Italy,
this movie is known as “Mamma ho perso l’aereo”, in Greece
“Μόνος στο σπίτι”). Look closely at the boy, what do you
think? He’s home, alone indeed and preparing himself as if he
was going out with some friends. What do you think? Is this
picture original?
Think about it.
[The trainer leaves a couple of minutes to the groups to
discuss]
So, what do you think?
[The trainer leaves the floor open for anyone to speak up]
Maybe if you see this picture, you start recognizing someone?
File: Example 1_Photo 2_Stallone Original(from Resources)
Indeed, it is Sylvester Stallone! The famous actor from Rocky
and Rambo! Yes, the previous picture was clearly a fake.
Now, look at the original picture from Home Alone. Look
closely at both and spot the differences between the two faces.
File: Example 1_Home Alone_Stallone(from Resources)
Example 2_Home Alone_Original(from Resources)
As you can see in the two pictures, the deep fake is just so
good you have to be extra careful! General tips for spotting this
kind of fakes are the following:
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Unnatural facial expression
Lack of emotions
Awkward body position
Unnatural colouring
Unnatural hair
The teeth appear fake
The quality of the audio is quite bad (for video)
All the images you share or look at when you are online can be
fake. So, make sure to look at all the details, and if you doubt
before sharing, check other similar images!
Moving on to the second example, I want to show you a video
from someone I am sure you will recognize.
Youtube Video: Deepfake Queen: 2020 Alternative
Christmas Message
We will watch just a couple of minutes.
[The trainer plays the video].
So, what do you think of this video?
Is it original, or is it a fake one?
We have seen the Queen's message given at the end of the
year, pretty much the same as what happens (insert here
reference to the national President giving a speech on
Christmas or New Year's Eve).
Please discuss it a little bit among yourselves!
[The trainer leaves a few minutes to the groups for them to
discuss]
Well, the video itself is original – this much I can assure
you! However, have you been paying attention to what the
Queen herself was saying? Because there were a few things
that were a bit strange, don’t you think?
For example, a little detail might be this sentence
“But on the BBC, I haven’t always been able to speak
plainly and from the heart. So I am grateful to Channel 4 for
giving me the opportunity to say whatever I like without anyone
putting words in my mouth.”
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It seems a bit strange that the message from the very Queen
of England is not broadcasted on BBC, right? It’s the national
broadcasting service, and the Queen is complaining live!
Another point that I am sure you must have caught is this one.
“A year when most of you, thanks to the toilet roll shortages,
have finally understood how it feels to have a predicament on
the throne.”
Although very funny, do you think the Queen would talk about
toilet paper at Christmas?
Also this video is a Deep Fake. This one is particularly
important because it is not dubbed: there is not a human voice
speaking on behalf of the Queen. It’s a computer that has
created her voice.
It is crucial to be aware of this kind of Deep Fakes too. To
understand them better, the only thing you can do is to pay
attention. Listen to what the video says, and try to understand
if it says something that, after all, does not make much sense.
I want to share with you one last example, a difficult one.
Do you remember him, the President of the United States –
George W Bush?
Look at him in this picture, what do you think? Is this picture
original or fake?
File: Example 3_George Bush_Original
[The trainer leaves 1 minute to people to discuss if the photo is
real or not]
Okay, then, hands up who thinks this is original!
Who thinks it’s fake? Can you say why?
Ok, so now, let’s look at this other picture.
File: Example 3_George Bush_reenacted
So, who thinks this one is fake! Or original?
Well, now I have to tell you that both pictures are original and
fake at the same time.
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This picture will explain it better.
File: Example 3_George Bush_explained
As you can see, the guy in the left corner is literally controlling
the face of President Bush. In this case, the computer is
helping the deep faker creator to move a real image of
President Bush and make it move however he pleases.
In this case, what can you do to spot the Deep Fake?
Since usually this happens in a video, you should look for
awkward moment of the face or of the body of the character, in
this case President Bush.
These videos and even images will become more and more
common in the future. As you can see, there are already many
of them. Some of them can appear funny since the
knowledge is not so common yet. However, it is important to
know what the main characteristics and common things are all
deep fakes have in common so to try at least to not fall into the
trap of fake news.
After all, they have also arrived here in Greece (use national
examples).
Insert here video of PM Mitsotakis.

File: Example 1_Home Alone_Stallone

Resources tools
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File: Example 1_Photo 2_Stallone Original

Example 2_Home Alone_Original

Youtube Video: Deepfake Queen: 2020 Alternative
Christmas Message
https://www.youtube.com/watch?v=IvY-Abd2FfM
File: Example 3_George Bush_original

27

File: Example 3_George Bush_explained

File: Example 3_George Bush_explained

Insert here video of PM Mitsotakis
https://www.youtube.com/watch?v=UoGvKVfxf_c&t=41s

9.1.4 Closing session
a. Do I have an idea of what a deep fake is?
b. Do I know how deep fakes are produced?
c. Do I know the main characteristics of deep fakes?
d. Do I know how to try and recognize deep fakes?
e. Do I know the purpose of why deep fakes are produced?
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9.2 Troll Farming
9.2.1 Module introduction

From Deep fake to troll farming, the module tends to keep the focus of the
participants on the topic of disinformation by presenting troll farming as a tool to
manipulate public opinion.
The intro questions by the trainer: How many of the participants are using social
media? Which one? Are they familiar with the term “troll farming”?
Two examples of social media troll campaigns will be presented to the participants.
Further, it will develop the interactive activity, where participants will be able to judge
if the examples presented are of an organised campaign or real social media users.
Group discussion will be encouraged.

Objectives

Participants will recognize, address, tackle,
and monitor trolls. They will understand and acquire
knowledge about the reasons and motives behind the
formation of troll farming campaigns. They will be able
to identify trolls on the social media they are familiar with.
The main objective: develop critical digital skills.

9.2.2 Theoretical background

- Two examples of social media troll campaigns (3’)
After the introduction part in which the trainer will get familiar with the
activities of the participants on social media, two examples will be presented
to them. I assume participants are familiar with Facebook, but most probably
are familiar also with different comment sections that usually accompany the
articles of media platforms.
Examples of troll campaigns:
1. On Facebook
2. In the comments section of media outlets
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- Short discussion with the participants about the cases (5’)
According to the response of the participants, the trainer will engage in a
short discussion about the cases and encourage participants to express their
opinion. The trainer will connect their impression with the reference to the
motive:
- Question of the main motive: Why would someone use troll farming?
(3’)
The Trainer will present the motives referring to the experiences participants
mentioned beforehand and encourage them to think critically about it.
- Explanation through research content and examples (3’)
During the last phase, the trainer will present also other cases of troll farming
to the local context and experiences from the social media elderlies might not
be familiar with and tailor through the experiences simple theoretical
background.
The examples of troll farming for the Slovenian context can be found on this
link: Twitter brigade - raziskavalažnejavnosti (djnd.si)
What is troll farming?
An internet campaign run by an organized group of
individuals, an organization, or a company, that tends to disrupt an online
community to interfere in political opinion, public opinion or decision-making
of the users. Troll farming can create an impression of the fake public of
supporters for the particular political, social or consuming agenda. The
attempt of the group of trolls (fake accounts) does not represent the
reliable opinion of the public and should be taken into consideration.
The objective of the module is to develop the critical digital skills of
participants. Nevertheless, we believe the best way is to build them from the
previous experiences of the participants in the media, social media and
local context they are familiar with.

30

9.2.3 Practical activity

Title of the
Activity

Are users fake (trolls) or real?

Indicative
time
(duration)

5 minutes

Objectives

This practical activity will enable seniors to learn more about
troll accounts and troll campaigns. During the exercise, the
seniors will learn how to identify trolls. We expect this will
contribute to their digital critical awareness and shape them as
responsible media users.

Methodology
&
description
of the
activity

The trainer will use a projector to present a few cases of the
troll users and present the organisation of troll campaigns.
Participants will be encouraged to search for fake or real
accounts. The activity will be interactive, but it will also
motivate participants to use the knowledge they already
possess or gain during the module.
Additional group discussion will be encouraged.

Resources tools

Projector

9.2.4 Closing session
a. Name three things you have learned from the session.
b. Will your behaviour on social media in any way change after this
session?
c. Do you feel more confident after today’s session?
d. Do I know the purpose of why deep fakes are produced?

9.3 Language based manipulation
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9.3.1 Module introduction

The module focuses on how language is applied to manipulate readers’ attention and
impressions.

Objectives

•
•
•
•

How to recognize a clickbait
How sensationalist headlines are constructed
How to be alert to possible misinformation
What language is typical for fake stories

9.3.2 Theoretical background

False information articles are written in the language to attract attention and evoke
strong emotions of the readers so that it gets spontaneously distributed as
something sensational and worth getting familiar with.
There are several typical ways in which authors of fakes news use language;
however, it is important to note that though there might be certain signals that what
we read is actually fake, it is rarely the only specific and straightforward indicator.
One of the attention points are sensational titles (e.g., Best ever!), sometimes in the
form of questions, usage of capital letters, excessive punctuation, and sensationloaded words.
The language used in articles tends to be informal, colloquial (at times with spelling
or grammar mistakes) or even include swearing words. The tone is emotional,
showing preference to one aspect of the issue, offering a black and white
perspective or simplistic solutions.
Although fake news mimics the style of reliable reporting, frequent usage of
words such as ‘brilliant’, ‘terrible’, ‘really’ or ‘worst’ may give it away.
In future it is Artificial Intelligence that will probably play the main role in detecting
the language of misleading articles or commercials; for now, we may watch out for
the above indicators.
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9.3.3 Practical activity

Title of the
Activity

Clickbait’s

Indicative
time
(duration)

25-30 minutes

Objectives

To raise participants’ awareness of ways their attention is
captured by sensationalized headlines.

Part 1 (5-10 min)
• The trainer asks participants to review the mainstream news
internet portal and select 5 top articles that they would find
interesting to read.
• The trainer creates a Top 5 list of articles for the whole
group
Discussion

Methodology
&
description
of the
activity

• What drew attention of the readers to the specific
materials?
• Are there any specific words or expressions often used in
the titles and subtitles? If so, what are these?
• Is the contents of the articles relevant?
Part 2 (20 min)
• In pairs or small groups, the trainer asks participants are to
imagine themselves as journalists who must think about
sensationalized titles for their articles to generate maximum
number of clicks.
• The trainer provides the content of articles.
• Best clickbait’s are selected by voting (show of hands) (10
min).
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Resources tools

Devices with internet access
Black- or whiteboard/flipchart & felt pens
Printouts of articles with removed headlines

9.3.4 Practical activity #2

Title of the
Activity

Language of fake news

Indicative
time
(duration)

15-30 minutes

Objectives

To draw participants’ attention to the language of fake news.

The trainer requests that the Participants fill in the table with
language typical for standard texts and fake stories. (15 min)

Methodology
&
description
of the
activity

Discussion and examples (optional) (15 min)
✓ The trainer may show specific examples or share or
show texts that use the language specific for fake
articles.
✓ Alternatively, the trainer may ask participants to pay
attention to the language of what they read on Internet
sources in the coming days.

Resources tools

Internet access
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Worksheet

Annexes

Fill in the table with language indicating standard journalism
and fake news articles:
N. of incidental spelling and grammar mistakes, words spelled
in CAPITALS, negative words, often related to anxiety, high
frequency of the first-person pronoun, frequent use of pronoun
you, othering (use of we and they), emotional language,
neutral vocabulary, use of superlatives (e.g.most and worst),
numerous adjectives such as brilliant or terrible

Standard texts

Fake news

Answer key
fake news in bold, the remaining ones – standard texts
N. of incidental spelling and grammar mistakes, words spelled
in CAPITALS, negative words, often related to anxiety, high
frequency of the first-person pronoun, frequent use of
pronoun you, othering (use of we and they), emotional
language, neutral vocabulary, use of superlatives (e.g.most
and worst), numerous adjectives such as brilliant or
terrible.

9.3.5 Closing session

a.
b.
c.
d.

What did you learn in today’s workshop?
What went well?
What did you like?
How to improve similar workshops for future?
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9.4 Misinformation and data manipulation
9.4.1 Module introduction

This Module aims to highlight how the presentation of data can be flawed and used
to convey biased information.
Participants will get in touch with general rules of data representation and start
developing a critical sense of statistics and visualizations, through a small playful
introduction and discussion on several examples..

Objectives

This module will focus on data visualization and the
differences between good and bad information through the
usage of numbers.
The trainer will give some practical advice to develop a
critical sense of what is presented to participants, and what
kind of information can be extracted from it.
By the end of the module, the participants should be able
to analyse briefly if a number is correctly represented and if
it makes sense in the context of the topic.

9.4.2 Theoretical background

First examples of wrong data visualizations
Data representation is one of the key aspects of proper journalism. Graphic
visualizations are often present to summarize a topic or to grab the reader’s
attention with colours and shapes, but this could lead quite often to poor data
rendering or even misinformation.
This problem is not to be underestimated because, usually, the source of the data
is present and correct: we are not playing in the field of pseudoscience or
deepfakes, we are simply ignoring basic rules for data representation and
conveying the wrong figure.
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[example of wrong data visualizations]

To start: an exaggeration of useless pie chart
(https://gizmodo.com/11-most-useless-and-misleading-infographics-on-the-inte1688239674)

Brief theoretical introduction to visual variables
The concept of “visual variable” has been introduced by Jacques Bertin in his 1967
book “Semiologie Graphique”. His work was focused on the categorization of visual
aspects that can vary to represent a data variation, to compare different numbers,
to express areas and percentages for example.
Detailed examples of biased data visualizations
The problem of misinformation through data visualization is not contemporary: a lot
has been done in the past to convey precious data in a more understandable way.
For example, one of the biggest biases in data visualization is the representation of
the world: map projection is an unsolvable problem, and our political view of the
world is deeply related to it.
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They didn’t even try to use a scale!
(https://twitter.com/EagerEyes/status/13821850078)

Example of broken scale and the right representation
(https://medium.economist.com/mistakes-weve-drawn-a-few-8cdd8a42d368)
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Example of y-axis not starting from zero
(https://gizmodo.com/11-most-useless-and-misleading-infographics-on-the-inte-1688239674)

Statistics represented wrongly on a map visualization
(https://gizmodo.com/11-most-useless-and-misleading-infographics-on-the-inte-1688239674)
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Logarithmic y-scale that tries to represent a flattening curve
(https://venngage.com/blog/bad-infographics/

Mirrored y-axis to misrepresent trend
(https://gizmodo.com/11-most-useless-and-misleading-infographics-on-the-inte-1688239674)
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Misleading map: where ISIS is somehow present vs actual occupation
(own content)

9.4.3 Practical activity

Title of the
Activity

Where is data?

Indicative
time
(duration)

15 minutes

Objectives

This part is necessary to establish theoretical concepts and
give them practical use in everyday activities. Participants will
start to be critical about what is given to them and what can be
understood from a visual representation of data.
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Once defined visual variables and their impact on data
visualization, it is time to debate whether a number or a
concept is understandable in different examples.
This part of the module will present some actual data
visualizations and a set of questions to be answered, related to
the content that has been represented.
For example:
- What is the main figure here?
- Is the trend going up or down?
- Different percentages are related to the same subset of data?
- Colors are coherent and easily distinguishable?
- Is the source present and reliable?

Methodology
&
description
of the
activity

After this phase of analysis, the trainer will guide the
participants into the exploration of a dataset regarding
Facebook, taken as an example of a source of data globally
available.
The task here is to fit neutral data into a positive or negative
point of view: stats are facts, but the way to represent them
can change the perceived result.
The desired output here is a raw graphical visualization, made
as a sketch by the trainer with inputs from participants, that are
encouraged to discuss and apply the techniques experienced
before to highlight data that fits better into the given narrative.

Screen (PC + projector)
Whiteboard and markers

Resources tools

9.4.4 Closing session

a.
b.
c.
d.

Did you know what is an infographic?
Did you change your mind about infographics?
Do you feel more confident reading a data visualization?
Do you prefer infographics over written text?

9.5 Pseudoscience and conspiracy theories

42

9.5.1 Module introduction

Pseudoscience and conspiracy theories have much in common perhaps, most
importantly, they both lack the rigorousness of scientific research. The module shows
the differences between pseudoscience and conspiracy theories on one side and
warranted science on the other

Objectives

Participants will be able to recognise the types of arguing
that is typical for pseudoscience and conspiracy theories
believers.
They will discover four questions to help them in
developing a critical mindset. With questioning gained
information and comparing the argumentation behind it, the
participants will see the difference in transmitting news,
information, theories etc.

9.5.2 Theoretical background

In the beginning, the trainer will explain the terms of the module.
Pseudoscience is a system of theories, assumptions, and methods
erroneously regarded as scientific.
A conspiracy theory is a theory that explains an event or set of circumstances as
the result of a secret plot by usually powerful conspirators.
(Merriam-Webster, 2021)
At this point, the trainer will only note that the main difference between them is that
pseudoscience opposes the broadly accepted science with their theories; by doing
so, it still wants to appear as scientific. As for the conspiracy theories, the main
point is that they want to convince people there is something wrong or different
than the official authorities say and that we are being manipulated.
The trainer will then ask the participants why people would believe in such
theories. After answering, the trainer will explain the reasons from a psychological
perspective.
People believe in pseudoscience and conspiracy theories because they need to
satisfy three psychological motives:
Epistemic; the need for knowledge and certainty.
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When something happens people want to know the truth and have certainty of it.
They are more drawn to conspiracy theories when they feel uncertain. Combining
this with lacking knowledge and skills of critical thinking as well as differentiating
between good and bad sources is another factor.
Existential; the need to feel safe and secure.
People who feel powerless and disillusioned tend to gravitate more towards
conspiracy theories to get at least the information why they don’t have control.
Social; the need to feel good as an individual and as part of a group.
One way is by having information that others don’t, which creates a feeling of
power (others are sheep) and uniqueness (to differ from others).
(Douglas, 2021)
The trainer will then continue to connect these psychological motives with the
general psychological characteristics of people when creating their opinion/s.
When people already believe in something, they will continue to and even fight for
it (sunk-cost fallacy).
People seek information that confirms their believes and today there is plenty of
them (confirmation and selection bias).
People make order of information to make sense (clustering illusion).
If we don’t know much, it’s easy to think we know a lot (Dunning-Kruger effect).
(Townson, 2016).
Now the trainer will show the difference between pseudoscience and conspiracy
theories based on their arguments.
Pseudoscience:
Contradiction with basic facts of science.
Not using accurate and reliable measurement tools and repeating observations to
reduce error.
Not isolating the variables.
Citing other works of pseudoscience as evidence.
Citing legitimate scientific publications as evidence, but those publications are
unrelated to the claim the author is making.
The author claims that his ideas are accurate because he is a gifted person (a
"guru", a "genius", a "healer").
The author uses superlatives such as "miraculous", "ground-breaking" and spends
more time in saying how he made something great instead of telling how he had
made it.
The author has no papers published in reputable peer-reviewed journals or
presentations given at reputable academic conferences.
The author does not have an advanced degree in the field he is writing about (e.g.,
a new theory of gravity created by someone without a PhD in physics is most likely
pseudoscience).
→ The author claims that a conspiracy is the reason that mainstream science
contradicts his work.
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(Baird, 2021)
Conspiracy theories:
→
→
→
→
→
→

Contradiction (in arguing).
Overriding suspicion (in anything official).
Nefarious intent (of the governing elite).
Something must be wrong (always the overall conclusion).
Persecuted victims (and at the same time they are brave antagonists).
Immune to evidence (the stronger the evidence, the larger the conspiracy
must be).
→ Re-interpreting randomness (random events are part of a broader pattern,
everything is connected).
(Lewandowsky, Cook, Ecker, van der Linden, 2020)
The trainer will then focus on an example of conspiracy theory and will present the
topic of covid-19.
The WHO states that the covid-19 is the first pandemic in human history in which
technology and social media are used on a massive scale to ensure safety,
information and keep people productive and connected. On the other side, it is also
enabling infodemic that is undermining global response and measures to control
the pandemic. WHO’s term infodemic is referring to “overabundance of
information, both online and offline. It includes deliberate attempts to disseminate
wrong information to undermine the public health response and advance
alternative agendas of groups or individuals” (WHO, 2021). In this frame
pseudoscience and conspiracy theories gain power in media space resulting in
reduced trust in science, governments, health care professionals, journalists etc.
The trainer will project 7 statements that the participants will try to connect with
previously shown types of arguing that are typical for conspiracy theories.
For the last part, participants will be equipped with 4 basic advice tips that can be
of assistance to them when dealing with probable pseudoscience or conspiracy
theories. This approach is intended for developing a critical mindset with which
people gain knowledge and skills for recognizing such theories and enables them
to examine information more scientifically:
•
•
•
•

Examine the article and compare it with others (look for and compare
citations, definitions, the overall language etc.);
Research the author (their writing about other topics, area of research, the
presence in the academic field);
Examine the appearance of the article (is it serious, focused on the topic or
is it pervasive);
Research the magazine, webpage etc. to see whether there are similar
articles and whether it is notable, recognized.
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For concluding the trainer will note the following two important aspects of the role
of science:
Although trust in science has important societal benefits, it cannot protect people
against misinformation. Spreaders of misinformation commonly reference science.
It is not about urging people to trust anything that references science; instead, we
should encourage people to learn about scientific methods and ways to critically
engage with issues that involve scientific content
(Preidt, 2021).
More researchers should become active participants in the public fight against
misinformation. We need physicists, microbiologists, immunologists,
gastroenterologists, and all scientists from relevant disciplines to provide simple
and shareable content explaining why this hijacking of real research is inaccurate
and scientifically dishonest.
(Caulfield, 2020).

9.5.3 Practical activity

Title of the
Activity

Check your info

Indicative
time
(duration)

30 minutes

Objectives

Participants will compare the information from different
sources they have received it and will practice in examining
the argumentative process or the scientific approach on which
this information is based, as well as their own opinions.

Methodology
&
description
of the
activity

The trainer divides participants into 4 groups. They will receive
a list with four questions to discuss and then write the answers.
The questions will be the following:.
1. What information about covid-19 do you think is based
on pseudoscience or conspiracy theory?
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2. Which information about covid-19 do you think
it’s true?
3. Why do you think it is true?
4. What is your opinion about covid-19?
After the group discussion, each group will share its answers,
and a panel discussion will follow.
If the participants do not know the main conspiracy theories,
the trainer will list a few (biological weapon either from China
or the USA; the global elite is trying to impose even greater
power over the population; Bill Gates is spreading the virus via
5G to control the world through vaccination; the big
pharmaceutical companies are trying to make profits).
The trainer will help participants understand why there is a
greater possibility that some information is true (argumentative
process, scientific approach).
For the conclusion of the discussion, the trainer will address
the importance of understanding how we construct our
opinions.

Resources tools

Lists with questions

9.5.4 Closing session

a.
b.
c.
d.
e.

About what do you know more or better than before?
What part of the workshop was most useful for you?
Which part do you think was not explained enough?
What would you change in the workshop?
What will you do different in the future regarding information, theories,
articles etc.?
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9.6 Biased information
9.6.1 Module introduction

The module covers information bias conveyed by traditional media and social media.
Media and social media are infallible sources of information and knowledge.
Therefore, it is interesting to discuss how news or information is presented and
analyze potential biases and stereotypes.
The intro questions by the trainers:
•
•

Are you familiar with the term of biased information?
What are your media consumption habits: Which traditional media are you
using? Do you use social media also to search for news? Which social media
are you using for this scope?

The definition of Biased information is presented to participants, including the
concept of "implicit bias" and "confirmation bias", but also issues such as ownership
of the media, political distortion, censorship, and freedom of expression.
Implicit bias:
Two examples of biased information conveyed by traditional/social media will be
presented:
1) Inuit and whale hunting. In connection with the event, Inuit are often depicted
as murderers. Inuit and tradition/culture/language: hunting is the core of their
traditions and livelihood, among other issues. Some movements ask for allowing
them to continue hunting.
Additional challenges connected with the phenomena related to the territories in
which Inuit live (rich in natural resources like gas, minerals, or metals) are
present.
2) Faroe Island annual dolphin hunt. Murderers’ vs the Movement for protection
of the local language and culture, and traditional way of living.
After presenting both cases, an interactive activity in a group will be encouraged, and
participants will share their experiences with biased information.

Objectives

Participants will be able to think critically, recognize and
address biased information, compare them with other
sources of information, find quality news and have one's
point of view on several topics.
The main objectives are to develop critical digital skills for
searching and comparing information and to check the
source of information.
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9.6.2 Theoretical background

After the ice-breaking activity, the trainers will make the two intro questions to
investigate the media consumption habits of the participants regarding traditional
and social media. Then, trainers will use the projector to present the definition of
biased information, including the concept of "implicit bias" and "confirmation bias"
(5').
We believe that participants are familiar with the online newspapers’ outlets and
Facebook, but probably they also know other media platforms (webzines, news
sites etc.).
In continuation, the trainer presents two examples of biased information to
participants (3').
1. Inuit and whales hunting/Inuit language, culture tradition. (For example, the
media may present Inuit as exotic, hardy people fighting to preserve their
traditional way of living in igloos. When it comes to a discussion about
whaling, the same media describes them as cruel hunters or even
murderers.
2. Faroese dolphins hunting/Faroese language/culture, tourism. At this stage,
the trainer will make some intro questions before initiating the discussion in
a group (2'):
• Are you aware of the ownership of the media outlets you are
following? How can it influence the news in the specific media? Any
examples?
• Are you able to identify political distortions if present when reading
an article? Examples?
• Are you able to identify cultural bias/gender bias when browsing
through news?
• Are you familiar with the term media censorship? How can it
manifest in news creation/news publishing?
• What does freedom of expression mean? How can it be
guaranteed?
The interactive discussion with the participants about the cases will follow. The
trainers will enhance the debate by dwelling on the content and encouraging the
participants to express their ideas and opinions (5').
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9.6.3 Practical activity

Title of the
Activity

Biased information: which side of the story am
I reading?

Indicative
time
(duration)

8 minutes

Nowadays, we are continually challenged with a mass of
information by different media. Some people realize this other
doesn't.
By the end of the module, participants will recognize and
address information bias with an example related to the
specific territorial contexts.

Objectives

The purpose of the activity is to feel comfortable with the
digital information and gain knowledge and develop a digital
critical point of view. The participants will gain skills for
searching different sources of information and become more
aware media users.
After the module, participants will be able to ask themselves:
What do we do with the information presented to us? How
should I read it? Is there something I can do to check its
credibility and avoid the pits of being misinformed?

Methodology
&
description
of the
activity

The trainers will use the projector to present some articles
(with different perspectives) about wild boar hunting (example:
wild boar hunting from the animalist perspective, from the
hunters' perspective, from the faunistic perspective and the
need of keeping the wild boar population under control).
Trainers will then lead an interactive debate on the topic.
They will ask participants to express their points of view and
share their experiences and knowledge on the theme.
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The activity will be interactive, based on the active listening
methodology.
Trainers will motivate participants to use the knowledge
they already possess but also to apply the knowledge they
gained during the module to identify potential or already
occurred cases of biased information (5 minutes overall).
Trainers will close the session with Q&A (3 minutes).

Resources tools

Project

9.6.4 Closing session

a. After this workshop, do you think that most probably you would be able
to recognise biased information?
b. Can you tell the difference between implicit bias and confirmation bias?
Try explaining both terms by giving practical examples.
c. Why do you think the source of information is so crucial for the news
itself.
d. Have you stumbled on biased information before? How did you
recognise it? Would you be able to share your experience with the
group?
e. During the workshop, were you able to learn something new? What
exactly did you find out?
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10. Conclusions& Reporting
The Training Methodology presented in this document must be intended in a double way: a
standalone methodology aimed at increasing the digital literacy of seniors through their active
participation in workshops and activities specifically designed and tailored for their needs and
backgrounds; at the same time, the Training Methodology is a component of the whole
package of tools supporting the wider uptake of knowledge and awareness on the risk seniors
(and beyond) experience and face when surfing the internet, in particular social media,
concerning the process of information gathering and analysis. By looking at the FIDO project
from this second perspective, the Methodology can be better understood as a component
working along with the Guidebook, providing trainers with much more theoretical knowledge
on the topic of fake news and misinformation, and the Serious Game, a tool combining
creativity, practical skills on fake news recognition and a gamified approach for the educational
process.
Furthermore, each component benefits from the implementation of every other component
as well. By receiving timely feedback with the trial and testing of the documents, the users
can acquire the necessary experience to build upon the tools provided by the FIDO project
to make available, always, the most up-to-date knowledge and activities fighting fake news
and misinformation.
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